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Attacks on Routing Protocols

 Routing is no Heaven
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Spoofed Routing Updates

 Modifying routing tables
 Simple on RIP/EIGRP
 More Complex on OSPF
 Unlikely on BGP

 Redirect user traffic to attacker
 MitM
 Stealing data
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Attacks on forwarding

 Is the way to Amarillo?
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Source Routing

 The Path is in the Packet
 Not disabled in most networks
 Spoofed two way communication
 Bypassing established Paths

 Risk high, Impact high
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Chapter 51
TCP/IP
 Summary

 Routing protocols can be attacked
 Use authenticated updates
 Use ingres filtering and anti spoofing
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Thank You

 Questions?
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